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AUS National Security Agency
Fedora 3
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L SELinux

or

/etc/ sysconfig / selinux

SELinux

[ usr/ sbin / sestatus

SELinux

/ usr/ sbin / getenforce
[ usr/ sbin / setenforce

SELinux enforcing

/ usr/ sbhin / selinuxenabled

SELinux on/off

[ usr /bin/audit2why

SELinux (TUI)

setroubleshoot
setroubleshoot -server

SELinux
setroubleshoot

(GUI)

sealert

/ usr/ shin / getsebool
/ usr/ shin / setsebool

SELinux

/ usr/ sbin / semanage

SELinux

[ usr/ shin / semodule

SELinux module

system -config -selinux

SELinux X
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L SELinux

[rootilocalhost ~]# cat /ete/sysconfig/selinux

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three wvalues:
enforcing + SELinux security policy is enforced.
permissive |- SELinux prints warnings instead of enforcing.
disabled -/ Linux policy is loaded.
SELINUX=permissive
FSELINUX=enforcing
# SELINUXTYPE= can ta S
g targeted - Ta
g mls - Multi Lewvel Security protection.
SELINUXTYPE=targeted

SELinux
enforcing SELinux
SELinux

permissive

disabled SELIinux
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Lsestatus

x SELInux status

[root@localhost ~]# sestatus

SELinux status: enabled

SELinuxfs mount: /selinux

Current mode: enforcing -

Mode from config file: enforcing
Policy version: 23

Policy from config file: targeted

[rootilocalhost ~]# sestatus
SELinux status: ehabled

SELinuxfs mount: fselinux
Ccurrent mode: permissive permissive ‘
Mode from config file: permissive

Policy wversion: 23
Policy from config file: targeted
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Lget/ setenfoce,selinuxenabled

X getenforce - SELInux

x setenforce - SELinux

[ root@localhost getenforce
Enforcing

[ root@localhost setenforce permissive

[ root@localhost getenforce

Permissive
[ root@localhost setenforce
[ root@localhost getenforce

Enforcing
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L/ var /log/message

oct 31 02:32:15 localhost pure-ftpd: (268192.168.0.5) [INFO] New connection from
192.168.0.5

Oct 31 02:32:15 localhost setroubleshoot: SELinux is preventing the ftp daemon £
rom writing files outside the home director . /pureftpd.loq) . For complete SEL1
nux messages.| run sealert -1 9952b3b2-fb7d-4a78-abf3-abb224e7fb4d4

Oct 31 02:32: ocalhost pure-rtpd: (°8192.168.0.5) [INEFO] sunyzero is now logg
ed in

Oct 31 02:32:15 localhost setroubleshoot: SELinux is preventing pure-ftpd (ftpd
t) "dac read search™ to <Unknown> (ftpd t). For complete SELinux messages. run s
ealert -1 8e760028-eb8e-47ff-b97a-8fdfd464£497

[rootilocalhost ~]#| sealert -1 9952b3b2-fb7d-4a78-abf3-abb224e7fbd4

Summary :

SELinux is preventing the ftp daemon from writing fi outside the home
directory (./pureftpd.loqg).
¥ 0 (PHESEERE. 208 sealert

Detailed Description:

[SELinux is in permissive mode, the operation would hawve been denied but was
permitted due to permissive mode.]

SELinux has denied the ftp daemon write access to directories outside the home
directory (./pureftpd.log). Someone has logged in wvia your ftp daemon and is
trying to create or write a file. If you only setup ftp to allow anonymous ftp,
this could signal a intrusion attempt.
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L/ var /log/message (con't ) |

[rootilocalhost ~]#| sealert -1 9952b3b2-fb7d-4a78-abf3-akb224e7fbd4

Summary :

SELinux is preventing the ftp daemon from writing files outside the home
directory (./pureftpd.logqg).

Detailed Description:

[SELinux is in permissive mode, the operation would have been denied but was
permitted due to permissive mode.]

SELinux has denied the ftp daemon write access to directories outside the home
directory (./pureftpd.log). Someone has logged in wvia your ftp daemon and is
trying to create or write a file. If you only setup ftp to allow anonymous ftp,
this could signal a intrusion attempt.

Allowing Access:

If you do not want SELinux preventing ftp from writing files anywhere on the
system you need to turn on the allow ftpd full access boolean: "setsebool -P
allow ftpd full access=1"

Fix Command: 2 Fix command . J

setsebool -P allow ftpd full access=1
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L/ var /log/message (con't )

Allowing Access:

If you do not want SELinux preventing ftp from writing files anywhere on the

system you need to turn on the allow ftpd full access boolean: "setsebool -P
allow ftpd full access=1"

Fix Command:

setsebool -P allow ftpd full access=1

[root@localhost ~]# getsebool allow ftpd full access
allow ftpd full access --> off

allow_ftpd_full_access
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L SELinux : ftp service

x ftp SELInux

SELinux
ftp_home_dir
allow_ftpd full _access ftp

allow_ftpd use nfs ftp

allow_ftpd _anon_write

allow_ftpd use_cifs

ftp

y SELinux policy 23
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LSELinux |
x ftp_home dir

[rootilocalhost logl# setsebool -P ftp_hnme_dir=1
[rootilocalhost logl# getsebool ftp home dir allow ftpd full access

ftp home dir --> on
allow ftpd full access --> off

A ftp_home_dir

ftp
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L setroubleshoot

x setroubleshoot service
ASELinux

x setroubleshoot browser

¥ setroubleshoot =2} £ X{ =l oy o
File Edit View Help
Quiet Date A~ Host Count Category

20081 108 31 (&) 27X 02A] 328 16= localhost.localdomain 1 FTP

i:

og 31 :1) A 02A| 328 16= localhost.localdomain

2008 108 31 (&) 2H 02A] 328 16= localhost.localdomain
20081 108 31 (&) 27X 02A] 328 16= localhost.localdomain

Source: pure-ftpd
Source Path: Jusr/sbin/pure-ftpd
Port: < XX LE>

[E

Host: locathost.localdomain =
= |
Source RPM Packages: pure-ftpd-1.0.21-15.fc9 Sealert - b E E' cé E‘Ij-l L

Target RPM Packages:
A_j&* RPM:”_. | j—elinux-policy-3.3.1-95.fc9 = EII OI H I-OI E OI-.I_I-( -*' Ol-OI 5-% E_—! |
g ste = o}0| 22 SELinux log ZX[Al

Permissive
ftp_home_dir

| Audit Listener 159,159
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Lgetsebool

[rootBlocalhost ~]#|getsebool -a
allow console login --> off
allow cvs read shadow --> off
allow daemons dump core —--> on
allow daemons use tty --> on
allow domain fd use --> on
allow execheap --> off
allow execmem --> on

allow execmod --> on

allow execstack --> on
allow ftpd anon write --> off
allow ftpd full access --> off
allow ftpd use cifs --> off
allow ftpd use nfs --> off

allow gadmin exec content --> on
allow gssd read tmp --> on

allow guest exec content --> off
allow httpd anon write --> off

"getsebool - a" SELinux
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Lsystem -config -selinux

x SELInux X

B SELinux Administration Y

System Default Enforcing Mode | Enforcing

Boolean Current Enforcing Mode Permissive

File Labeling System Default Policy Type: | targeted
User Mapping = .
SELinux User Ey Relabel on next reboot.
Translation

Network Port

Policy Module

Status sestatus
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Lsystem -config -selinux

X getsebool GUI

o
otd(F) =ZE2(H)

SELinux Administration

Select: Lockdown...
Status ﬁ

Boolean

File Labeling Filter

Customized

User Mappin _ .
Pping Active Module « | Description MName

SELinux User : :
_ apache Allow httpd to act as a FTP server by listening on the ftp port httpd_enabl
Translation

apache E;ﬂ.llnw HTTPD to run 551 executables in the same domain as s httpd_ssi_ex
Metwork Port '

apache Allow Apache to communicate with avahi service via dbus allow_httpd_
Policy Module i . . -
apache :Allow httpd to use built in scripting (usually php) httpd_builtir
apache .,ﬂ.llnw http daemon to send mail httpd _can_s
apache E;ﬂ.llnw httpd to access nfs file systems httpd_use m
apache . Unify HTTPD to communicate with the terminal. Needed for h httpd _tty co
apache E;ﬂ.llnw Apache to use mod_auth_pam allow_httpd_
apache .,ﬂ.llnw HTTPD scripts and modules to connect to the network - httpd can_n
apache Unify HTTPD handling of all content files. httpd_unifie
apache .,ﬂ.llnw apache scripts to write to public content. Directories/Fi allow_httpd_
apache E;ﬂ.llnw httpd to read home directories httpd_enabh

apache Allow Apache to modify public files used for public file transfi allow_httpd |
>
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L SELinux Boolean

x FTP

httpd_can_network_connect PHP, perl )

httpd_enable _homedirs (e.g. public_html )

httpd _can_network connect
_db

allow_daemons_use _tty

kerberos

allow_kerberos

write_untrusted content
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SELInux Boolean con't 2

SELinux
user_ping ping, traceroute
TCP

user_tcp_server
(TCP

use_samba_home_dirs

samba_enable_home_dirs

samba_export_all rw /
SASL shadow

allow saslauthd read shadow
= - - ( SASL

allow read x_device
allow_write_xshm X
Xserver_object_manager
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