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SELinux

×Security Enhanced Linux

Á .

( ? !)

Á .

Á

ÁUS National Security Agency

Fedora 3

ÁSELinux (

) . 

.
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SELinux

or 

/etc/ sysconfig / selinux SELinux

/ usr / sbin / sestatus SELinux

/ usr / sbin / getenforce

/ usr / sbin / setenforce
SELinux enforcing 

/ usr / sbin / selinuxenabled SELinux on/off 

/ usr /bin/audit2why SELinux (TUI) 

setroubleshoot

setroubleshoot -server 

SELinux (GUI) 

setroubleshoot , sealert

/ usr / sbin / getsebool

/ usr / sbin / setsebool
SELinux /

/ usr / sbin / semanage SELinux

/ usr / sbin / semodule SELinux module 

system -config -selinux SELinux X 
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SELinux

3 .

SELinux

enforcing SELinux . 

permissive
SELinux , 

. 

disabled SELinux . .
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sestatus

×SELinux status

permissive 

enforcing 
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get/ setenfoce,selinuxenabled

×getenforce - SELinux

×setenforce - SELinux

[ root@localhost ~] # getenforce

Enforcing

[ root@localhost ~] # setenforce permissive

[ root@localhost ~] # getenforce

Permissive

[ root@localhost ~] # setenforce 1

[ root@localhost ~] # getenforce

Enforcing
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/ var /log/message

sealert

.



Copyright by SunYoung Kim <sunyzero (at)  gmail (dot) com>

/ var /log/message ( con't )

Fix command .
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/ var /log/message ( con't )

allow_ftpd_full_access off .
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SELinux : ftp service

×ftp SELinux

ÿSELinux policy 23 .

SELinux

ftp_home_dir /

allow_ftpd_full_access ftp / /

allow_ftpd_use_nfs ftp nfs

allow_ftpd_anon_write FTP

allow_ftpd_use_cifs ftp cifs (CIFS ) 
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SELinux

×ftp_home_dir

Á ftp_home_dir ftp 

.
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setroubleshoot

×setroubleshoot service

ÁSELinux

×setroubleshoot browser

sealert - b 로 실행되거나

트레이바의 보안관(      ) 아이콘을 클릭!

= 별 아이콘은 SELinux log 감지시 나타남
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getsebool

"getsebool - a" SELinux

.
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system -config -selinux

×SELinux X 

Status sestatus

.
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system -config -selinux (con't )

×getsebool GUI 



Copyright by SunYoung Kim <sunyzero (at)  gmail (dot) com>

SELinux Boolean

×FTP 
SELinux

httpd_can_network_connect
(e.g. 

PHP, perl ) 

httpd_enable_homedirs (e.g. public_html )

httpd_can_network_connect
_db

DB 

allow_daemons_use_tty tty

allow_kerberos kerberos

write_untrusted_content
( ) 
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SELinux Boolean ( con't )
SELinux

user_ping ping, traceroute

user_tcp_server
TCP 

(TCP ) 

use_samba_home_dirs
( public ) 

samba_enable_home_dirs

samba_export_all_rw /

allow_saslauthd_read_shadow
SASL shadow 

( SASL ) 

allow_read_x_device

allow_write_xshm

xserver_object_manager

X / /


